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This	lesson	will	combine	aspects	of	cyber	security,	
digital	forensics,	computer	science,	and	computer	
applications.	Working	in	small	groups,	students	will	
utilze	the	engineering	process	to	select	tools	as	well	as	
determine	which	image	files	to	use	in	their	
investigation.	

Introduction/Engagement	

Activities/Extensions	

Completed	timelines	will	be	submitted	as	an	
assessment	for	evaluation.		
Is	the	timeline	complete?	
Are	all	of	the	included	image	files	correct	and	valid?	
Will	this	help	to	prove	the	whereabouts	of	Sandy	
Eggo?	

			

Students	may	create	their	own	scenarios	by	using	
image	files	created	on	their	own	devices.		
What	happens	to	metadata	when	a	photo	is	edited?	
What	happens	to	metadata	when	a	photo	is	uploaded	
on	a	website?	
What	happens	to	metadata	when	a	photo	is	attached	
to	an	email?	
Students	may	also	explore	editing	metadata.	

Background	Story	

Procedure/Exploration		
	
Students	will	choose	online	tools	to	view	metadata	
from	the	image	files.	Next,	they	will	need	to	decide	
which	image	files	should	be	included	in	the	timeline. 

Assessment/Evaluation	

	
	
	
A	warrant	was	issued	for	the	semi-notorious	criminal	
Sandy	Eggo's	cell	phone.	Image	files	were	found	that	
can	be	used	as	evidence	of	Sandy	Eggo's	whereabouts.	
Results	need	to	be	reported	in	the	form	of	a	timeline	
before	the	end	of	the	week.	
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